
Linux Distributions and 
Applications Analysis

 During Linux Standard Base 
Development

Denis Silakov
Institute for System Programming, RAS 

silakov@ispras.ru



World of Linux

 Distributions
Hundreds

 Applications
Thousands

 Users
Millions



                          Distributions

Application Development

  Red Hat

     Suse   Ubuntu

   Debian

Application

? ?



Application Portability

 Source level portability
Application Program Interface (API) standards

Programming languages standards

 Binary level portability
Application Binary Interface (ABI) standards

Standards on executable files, shared libraries, 
etc. 



                          Distributions

Linux Standard Base – Binary Standard

  Red Hat

     Suse   Ubuntu

   Debian

Application

LSB



Linux Ecosystem

Distribution
 Libraries

 C++ Classes

 Binary Interfaces

 Commands

 Modules of Interpreted Languages

Application



Standardization Criteria

 Presence in distributions
Only «major» distributions are taken into account

 Applications needs

 Maturity



How Much Data Do We Have?

 Typical Linux Distribution (1 DVD)

1-3 thousands of libraries

200-700 thousand of binary interfaces

 LSB 3.2 
50 libraries

~39.000 binary interfaces

 Linux Applications
2-30 libraries

100 – 10.000 binary interfaces



Collect Data to a Storage

Database

                           
 Distributions

                           
  Applications



What Should Be Analysed

                                   Distribution

   Library1  Dynamic 
loader

   LibraryN
   Library2

                             Application

   Library1    Library2

Exec1 Exec2



Executable and Linking Format (ELF)

 Shared object (library)
Soname

Exported symbols

 Executable 
“Needed” libraries (sonames)

Required symbols



Executable and Linking Format (ELF)

 Shared object (library)
Soname

Exported symbols

 Executable 
“Needed” libraries (sonames)

Required symbols

!!! No mapping between symbols and libraries



“Needed” Libraries Problems

 No symbols are used from needed library
Usually due to tools like pkg-config

 No needed libraries provide used symbols 
Necessary libs are loaded as dependencies of other 
needed libs

 Loader «workarounds»
syscall, system, ...

libdl (dlsym, dladdr, ...)



Data Extraction

 binutils
readelf

objdump

nm

...

 Analogues from elfutils 

 libdl

 ...



Interpreted Languages

  Perl and Python modules only

  Data extraction
Perl: perldeps.pl from rpm

Python: modulefinder module



Applications Analysis Problems

 Different dependencies in different 
environments

“import” statements under «if» or «try»

Import of «all submodules» or «everything from a 
directory»



Applications Analysis Problems

 Different dependencies in different 
environments

“import” statements under «if» or «try»

Import of «all submodules» or «everything from a 
directory»

More ambiguous then binary files



Data Analysis

Database

                           
 Distributions

                           
  Applications

Data collection tools (based on readelf, perldeps, ...)

? ?



Analytical Tools

 LSB Navigator
Web tool upon the central database

 LSB ATK Manager
Standalone tool shipping database information



Can We Include These Symbols?



Can We Include These Symbols?



Standalone Application Analysis



Future Directions

 “On which distributions the application can 
be launched?”

 Shell scripts analysis
Commands usage

Non-standard features used



Collected Data

 38 distributions

 ~ 1100 applications  
220 proprietary 

 ~ 25 millions of records in 17 tables



URLs

 linuxbase.org

 ispras.linux-foundation.org

 linuxtesting.org 



Thank You!


