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Abstract—Checking of a program conformity with a contract of sometyped predicategthese predicates can contain some
specification is a hard problem. Usually this check requiresigh operations and relations of some typed values).
time and memory expenses. This work describes a technique ~ gajisfiability is a laborious task. This task is usually not

that allows to lower verification costs through usage of some . .
information known by people who verify a program and contains solved manually because of usually big number of predicates

suggestions of the way how to organize it. which satisfiability have to be proved. Also manual proofs ar
not stable to changes of program, so it cannot be used during
|. INTRODUCTION the program development. That's why automatic or automated

Nowadays a lot of computer systems perform quality criticgpblversare used for such tasks (e.g. SMT-solvérs [2]).
tasks. It means that bad quality of work of these systems can
lead people’s deaths and injuries or financial losses. $hat’
why such systems need to berified Specification itself is usually not enough for successful

Verification requires checked properties and possibly sorierification of a correct program. For example, Floyd method
additional info to be specified in some formal language. Su®l and Hoare rules’[4] expect each loop to be marked by a
collection of formal statements is calledamal specification 100p invariant (a predicate which is hold before each loop
Formal specification has precisely defined semantics wisichcPndition check). Ability and time of proving highly depend
used by a verification instrument. on which loop invariants are chosen.

There is a lot of ways of verification. They vary on resources But even if every loop has an invariant allowing to prove a
requirements and quality of a resuformal static verification Program correctness it may be not enough for the successful
differs from e.g. testing in confidence of specification @onf Verification.
mity in case of positive verification verdict. Unlike the nesd A person that wants to prove a program correctness has to
checking this approach can be used for verification of a targ&ld lemmataand assertionsto a specification to help solver.
system itself but not its model. Also, this approach can bdese additions may reflect different properties of data and
used for a wide class of target systenesg( for checking of its operations which solver it not able to understand itself
embedded systejns For instance, if we have & : List — Multiset operation

There are many types of Speciﬁcatior@ntract Specifi_ and List and Multiset types have an addition operation
cations[1] is a popular type which has a lot of supportingconcatenation and union correspondingly), then lemma of
instruments. Contract specification is a set of statemehtsligearity of f relatively to the addition operation will have

« preconditionis a condition which holding is required for Th_ese lemmata are conjuncte_d_ W't_h a_precondmon d%*_“”g

an operation (function, method, subroutine) executioR™VINg of a fact that a precondmon implies a postconditio
e.g. a function of real square root computation will havéPere A\ Plemma1 == Ppost). This allows lemmata statements
a non-negativity of its argument as a precondition [ P& used in the verification process.

« postconditioris a condition which have to be held at the Assert.ion.s are similar to lemmata bL,’t gnlike them are
end of an operation executiothe square root function defined inside operations and hold only inside them. Conse-

can have a condition that the result multiplied by itseffiuently, assertions can represent properties connectbdawi

must be equal to the input argument as a postconditioﬁal _data and glso consider a prgcondition_to be held (b_e_émpli
« invariantis a condition that have to be held at some tim@Y if)- Assertions also are conjuncted with a precondition f
or on some events arising the verification process.

Instruments of contract-based static verification rediee t There are some instruments that support the described
. ...~ ‘correctness proving technique and can be used for the formal
program correctness proving task to the tasksafisfiability

static verification of software e.g. framatd [5] and Dafqy. [6
1This work is partially supported by RFBR 11-07-12075-0fi-40-07- Lemmata g.nd assertions often are statements with the uni-
1047a, Minorbnauki RF 07.514.11.410. versal quantifier.

II. MOTIVATION



One of the main difficulty of the satisfiability problempointed by a person that verifies a program (except situation
solving is a successful usage of such statements. The wagntioned below).
how to instantiate an expression of the quantifier is not ddfin When some lemma is pointed to be used, parameters of the
by algorithms that are used in solvers [7]. But effectivify ofunction-lemma have to be explicitly defined. At the place
satisfiability proving highly depends on how instantiatisn of pointing applicability of the lemma should be checked
performed. There are some heuristic methods of instamiati(through the function-lemma’s precondition check) anchi t
that increase the proving speed [8], [9] but they give pesiti check is successful the main lemma statement (represented b
results not often in the practice. That's why verificationalty the function-lemma postcondition) have to be considerdukto
requires high resources amount (both time and memory). held (because the lemma is proved separately).
There can be a lot of lemmata but not all of them are Such lemmata usage can be both standalone and inside a
required for a check of each postcondition. But still, solveeomposite statement.
will try to instantiate useless statements with the unikers No statements with the universal quantifiers appear where
quantifier. This can considerably increase proving costs. they are not needed if such lemmata semantics is used. If
This work offers a technique that makes verification easistatements with the universal quantifier are essentiah the
by reducing of quantified statements usage in lemmata andtantiation variants count is not increased comparinthéo
assertions and also by limiting of usage of useless lemmatexisting lemmata semantics. Moreover, verificating peisam
considerably decrease this count if he thinks that it is ghou
Ill. SUGGESTED TECHNIQUE for proving. Consequently verification resources requeets
Technique is based on the fact that a person who is tryiage decreased if lemmata are used properly.
to verify a program unlike modern solvers usually knows However usage of the described semantics can reduce
namely which lemmata help or can help for the postconditigmoving quality (compared to the existing semantics) when
or invariant checking. Also he usually understands how lammata are used improperly. To make this semantics to be
statement with the universal quantifier should be instgedia not worse that the existing one, it is modified.
to use lemma properly. If proof that uses pointed by a man function-lemmata is
Consider a lemma of linearity of & function from the unsuccessful, then statements of function-lemmata can be
example above. To prove that removing of the first elemeénterpreted as statements with the universal quantifieradtied
from a list leads a multiset of its elements to decrease #s sthat proving should be continued. So if a program correstnes
by one, it is enough to take a sublist containing only the firsin be proved without usage of the suggested technique, then
element of the original list asl and a tail of the list ag2. it can be done with the suggested technique too. In that case
To use such knowledge it is offered to rewrite lemmata thelifference of verification resources expenses will be ngt bi
are formed like because the suggested technique does not increase iatstanti
variants count (and often decreases it up to the single one).
Right function-lemma usage can considerably decrease the
verification expenses of a correct program because it elim-
inates usage of statements with the universal quantifier and
aspure functionsof form ¢ : X; x Xo x ... x X,, — @ and usage of useless lemmata.
having theA(xy, 22, ..., x,) predicate as a precondition and Moreover this technique allows to use named properties in
the P(xy,z2,...,2,) predicate as a postcondition. Pre- and convenient way. This allows to standardize and descriise lo
postconditions have the same set of parameters because of widely used data and operation properties.
function purity and the fact that it does not return any value For instance, consider a lemma of the square operation
Let's call functions of the described type that representeso sqr : real — real being converse to the square root
lemma afunction-lemma operation sqrt : real — real. Let the lemma be named
Such lemmata representation allows to move statements thatl'oSqrtConversity. It has a single parameter, let it be
help to prove a lemma but useless for proving other lemmateamedz. The precondition will ber > 0, and the postcondi-
inside the function-lemma. That makes solver’s task east&n will be sqr(sqrt(z)) = x.
because it reduces count of statements that it can but giibuld Consider an operation that has an argumemt and
use. That allows to reduce verification costs. property of sqr being converse tagrt have to be held for
Besides, this representation allows to use once provitis argument. Then thegrT oSqrtConversity(a) statement
lemma without rewriting a prooflThere’s a lack of such ability should be added as a precondition. If some operation returns
in existing instruments, e.g. in frama-cl [5]. This fact mekea numbers sets which all are numbers that the converse
lemmata usage difficult and increases a solver’'s work amouptoperty have to be applicable to, then if is enough to write
But still, if the lemmata meaning isn't changed, namelyx € s - sqrToSqrtConversity(xz) as a postcondition.
that all lemmata can be used for the verification, the problem Consider a function evaluating,/z +,/y)*. Then to prove
of instantiation of parameters (the same problem with ttee property of %y = 0 implies the result to be equal to”
problem of instantiation of quantifier variables) remaime. we can use thesqrToSqrtConversity lemma with thex
solve this problem it is suggested to use lemmata only ingglacmumber as a parameter (also thert(0) = 0 property will
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'A(IlaIQa"'v'rn) = P(SCl,SCQ,...,In)



be required).
IV. CASE STUDY (1]

Considering existing instruments, Dafny [6], a static freri 2]
cation instrument, partially supports the suggested tigcten
It supports an ability of defining of functions that can bedise [3]
as a function-lemma. However these functions cannot be useg
inside composite statements. That fact does not allow to use
some technique abilities. [2}

These limited abilities were, however, enough to prov%y]
permutation correctness of the Shell sort algorithni [1Ghwi
Sedgewick coefficient$ [11] using acceptable time (applOx. 8]
min.) and memory (approx. 300 MB) amount. Author hasn’t[
managed to do this without the suggested technique using up
to 3 hours and 4 GB of memory. (]

V. CONCLUSION

A technique that widens ability of automatic verification
instruments (on appropriate instruments modernizatioa$ w10]
suggested. (1]

This technique was used in practice, as far as it is possible
using existing instruments. The technique allowed to prave
program correctness which couldn’t be done without usage of
this technique.
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