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Abstract—The problem of implementing an online handwritten
signature verification service for person identification in various
information systems is considered in this article. As part of
the service, an API for feature extraction, registration and
verification of handwritten signatures has been developed. At
the registration stage, the user and his reference signature are
initialized on the service. At the verification stage, the submitted
handwritten signature is compared with the template stored in the
service database, and the probability of the entered signature being genuine is calculated. An experiment was conducted to assess
the accuracy of identity verification with a handwritten signature.
DeepSignDB was chosen as a test base in the experiment.
Index Terms—handwritten signature verification, RESTfull
architecture, signature verification library, MVP

I. I NTRODUCTION
From a practical point of view, a biometric system is a
pattern recognition system that recognizes the identity of a
user based on physiological (fingerprints, retina, vein pattern,
face) or behavioral (signature, voice) characteristics. Biometric
systems operate in two modes - identification and verification.
In the identification mode, it is determined which user among
the entire set of known users provides a biometric parameter
(which is known to be correct). Verification mode checks
whether the biometric parameter was provided by a specific
known user or is a forgery.
Handwritten signature verification is one of the most common methods for identifying a person. Signature verification is
actively used in workflow automation, for example, in application to government agencies, in banking or litigation. The main
advantage of a handwritten signature for personal identification
is a high index of trust among people. After implementing
automatic handwritten signature verification into any business
the usual workflow does not change significantly and is easily
introduced into office work. Therefore, it is relevant to develop
and put into practice permanently available handwritten signature verification services that will help automate the process of
personality recognition for various fields of application. Such
services can be targeted at interested individuals and organizations whose tasks include, among other things, registration and
identification of a person by handwritten signature, in relation
to customers, employees, contractors and other individuals.
Such services can be targeted at individuals and organizations
whose tasks include registration and identification of a person
by handwritten signature, the technology can be applied to
customers, employees, contractors and other individuals.

We can distinguish two types of signature verification:
offline (static) or online (dynamic). In offline mode, a person
signs on paper, after the signature is scanned or photographed
the system extracts signature parameters from its image. In online mode, a person signs on a device (for example, a graphics
tablet), while the system captures additional information (time,
pressure, azimuth, etc.). Online signature verification methods
are significantly superior to offline verification methods in
terms of the quality of results.
In the online signature verification mode, functional and
parametric methods of handwritten signature processing are
used. In the functional approach, the signature is represented
as a function of time, the values of which can be, for example,
coordinates, speed, pressure, etc. In the parametric approach,
the signature is represented as a vector, the elements of which
correspond to individual characteristics (parameters) of the
signature.
The characteristics of the signature in the parametric approach are divided into local and global. The local parameters
describe each individual signature point. Global parameters
describe the signature as a whole and the process of writing it,
for example, the total elapsed time, average pressure, average
speed, etc.
Handwritten signature representation methods, the quality
and completeness of the obtained signature characteristics have
a significant impact on the choice of a signature recognition
algorithm. One of the most important tasks of signature recognition software is to support multiple verification algorithms
and select the most efficient algorithm. In the course of the
conducted research and development, a comparative analysis
of modern software products, methods and algorithms for
verifying a handwritten signature was carried out.
II. P ROJECT RELEVANCE
The project is dedicated to solve the problem of developing
an online service for verifying a handwritten signature for personal identification in various areas of human activity (public
services, banking, litigation, filing documents in organizations,
etc.). Despite the achievements and developments in this area,
the problem remains relevant for a number of reasons. These
include the variety of approaches and algorithms for verifying
a handwritten signature, the multi-criteria and non-triviality of
choosing the most effective approach and algorithm. It is also
worth noting the limitations of software products and solutions
of this class. The complete absence of cross-platform products

with open source code, capable of development and adaptation
by third-party developers, taking into account their own goals
and objectives, specifics of the subject area.
III. S TATE OF THE ART
Modern works on the research topic can be divided into
two main groups: 1) research and improvement of methods
for verifying a handwritten signature; 2) development of software tools for identification and verification of a handwritten
signature.
A. Research
Theoretical work in the field of handwritten signature
verification is mainly related to the study and improvement
of the verification methods themselves. Methods for online
verification of a handwritten signature can be divided into
three main categories [1]: pattern matching methods, statistical
methods, structural methods.
In pattern matching methods, verified signature is matched
against signature patterns. In particular, A. K. Jain et al.
[2] used the method of comparing trajectories, which was
previously used for recognition of handwritten characters.
Comparison of full time sequences results in a higher computational load, as well as loss of information related to the
structural organization of signatures. Asymmetric DTWs have
been developed to avoid deformation of reference signatures
when compared with test samples [3], [5]. Despite the fact
that DTW was first proposed for signature verification a long
time ago, it is still popular and many articles are devoted to
its improvement [4]–[7], [10], [15], [19].
Statistical methods evaluate one or more parameters calculated by statistical algorithms. When using a parametric
approach to signature representation, statistical signature verification methods are used, such as neural networks [8], hidden
Markov models (HMM) [9], [11], support vector machine
(SVM), random forest algorithm, nearest neighbors method.
The most common statistical algorithms use Mahalanobis
and Euclidian distances. When calculating the Mahalanobis
distance, the full covariance matrix is considered for each set
of signatures [12]. When using the Euclidean distance, the
average value for the set [13] is considered.
Currently, several different topologies of hidden Markov
models have been implemented: hidden Markov models with
left-right topology [11], [20], [21], ergodic [22], ring, in which
the transition from the last state to the first state is allowed,
but the latter topology is more used in offline verification.
Support Vector Machines (SVM) is a classification technique in the field of statistical learning theory that has been
successfully used in many applications for pattern recognition.
SVM can map input vectors to a higher dimensional space
where classes are defined by a maximum separating hyperplane [26].
The use of neural networks in the field of signature verification was difficult for a long time, since there was not a
large enough database available for researchers to train models,
since signatures are not information publicly available on the

Internet, like other biometric characteristics, for example, faces
[14]. Currently, there is great progress in this area, researchers
have proposed LSTM networks [15], RNN [16], Siamese
networks [17], MLP [18], CNN [19], TA-RNN [14].
Structural signature verification methods include string,
graph, and tree matching methods that are commonly used in
combination with other methods. For example, string matching
[2], [23] can be used in combination with a neural network
approach [22]. In some studies, the structural description graph
is used to check the structural organization of a dubious
signature [24]–[26].
Online signature verification methods are noticeably getting
more complicated and improve their quality. Currently, the
latest developments in the field of machine learning are
actively used. The quality of the models is also improving
due to the availability of more databases for researchers. In
the development of signature verification, there is a tendency
to switch to the use of complex neural network models, and
the number of studies on this topic will clearly prevail in the
coming years.
B. Software
Among the most well-known software tools for identifying
and verifying a handwritten signature are Wacom Ink SDK
for verification from Wacom1 , solutions from Progress Soft23 ,
SIGNificant from Namirial S.p.A.4
a) The Wacom Ink SDK: The Wacom Ink SDK for
verification software is a set of paid handwritten signature
verification software tools that supports two verification modes
that can be used individually and/or in combination:
1) Dynamic verification of the signature by comparing with
4-12 reference versions of the signature;
2) Static verification after the fact by comparing signature
images with images of known samples.
The SDK validator compares the incoming signature with
signature reference instances that must have been previously
registered in the database. The reference signature template
can be updated. It is possible to adjust the tolerance of the
program to forgery signatures, for example, to increase the
probability of accepting a signature, sacrificing a growing type
II error.
b) Progress Soft solutions: Progress Soft offers two paid
specialized solutions for verification of handwritten signatures
aimed at financial institutions (banks, fund companies, etc.):
1) Solution ”Automated Verification and Signature Management” (PS-SIG) automates the process of verifying
signatures and provides tools for extracting from the
database, managing and storing an unlimited number
of signatures. PS-SIG allows financial institutions to
1 https://www.wacom.com/ru-ru/for-business/products/will-sdk-forverification
2 https://www.progressoft.com/ru/products/signature-verificationrecognition/ps-asv
3 https://www.progressoft.com/ru/products/signature-verificationrecognition/ps-sig
4 https://www.xyzmo.com/e-signature-products/signature-verification

display withdrawal limits and account limits that limit
the rights of each signatory. In addition, during signature verification, the solution automatically checks the
signer’s credentials. PS-SIG includes a client profile
module that stores signatures and customer data for
financial institutions. The solution allows a bank employee to maintain signature cards and manage customer
signatures, as well as set account limits and payment
rules.PS-SIG stores all changes to the data for each
instance of the signature and determines the expiration
date for each signer. Users of the PS-SIG solution can
perform various actions in the system with two levels of
authorization: ”creator” and ”verifier”;
2) The Automated Signature Verification (PS-ASV) compares signatures extracted from electronic checks or
official documents with existing samples of genuine signatures. The PS-ASV solution works in automated mode
and uses pattern recognition algorithms, in particular
machine learning, to match signatures. Acceptance or
rejection of the extracted signature is based on the security policies and procedures of the financial institutions.
c) SIGNificant: Paid product SIGNificant from Namirial
S.p.A. designed to collect behavioral biometric data of a
handwritten signature (speed, acceleration, rhythm, air movements and pressure) and embed the signature in an electronic
document. Up to six signatures are needed to register the
user. The system can handle multiple profiles for each user,
allowing, for example, one profile to be used for a standard
signature and another for a signature with only initials.Each
time a user accesses the system to verify their signature, the
biometric server compares the current signature against signature profiles. With each authentication, the server continues to
learn and configure the user’s profile. This allows the system to
track gradual changes in the handwritten signature over time.
The result of the automatic signature verification is provided
as a signed response, which guarantees its authenticity.
It can be concluded that the considered software products
have basic functions for verifying a handwritten signature.
However, the following problems and limitations of these
products should be noted:
1) limited integration with third-party applications and systems;
2) the lack of opportunities for the development of applications by third-party developers to adapt them to the
specifics of their own tasks and features of subject areas;
3) paid licenses for the distribution of products and the
absence of open source code.
IV. S OFTWARE IMPLEMENTATION
A. The main goals
The main goal of the online handwritten signature verification service is to provide a convenient API for implementation
in any information system. To compile a virtual image of a
signature, a person needs to provide several examples of it (515 examples). After that, he is registered in the system. After

his registration, the organization that provided the data of the
individual has the right to send a request for the verification or
identification of this person. An organization can also request
a signature template for a specific person. Thus, by registering
a signature, the system initializes the user in the database
for the first time. Verification compares already known data
about the user with the provided signature and calculates
the probability that the entered signature belongs to the user.
During identification, a multi-class classification occurs among
all users of the system, i.e., user data is displayed based only
on his signature.
RESTful architecture will be used to create these services.
B. Software structure
To meet all the requirements of the handwritten signature
verification application market, the following requirements for
the application have been highlighted:
1) Organization can register, verify or identify any individual;
2) Organization can re-register a person’s signature if it was
changed;
3) Organization can request template signatures of an individual;
4) Administrator can change the entry threshold of any user
and delete signatures.
A use case diagram for the online signature verification
service is shown in Fig. 1.

Figure 1. User case diagram

The main component of the online service is the RESTful
API server, which is built on the basis of the MVC (ModelView-Controller) architectural pattern. MVC architecture is the
most common in designing web applications, since the division
into Model, View, Controller layers naturally matches the
structure of such services. Fig. 2 shows the interaction diagram
of the RESTful API components in the MVC architecture.
View is a client part in the form of a web, IOS or Android
application. The main task of the client application is to
generate and send signature data to the server. Currently, the
project has implemented a ’stub application’ that reads data
from the public signature database file and sends it to the
server.

Figure 2. Scheme of the interaction between applications and API in MVC
architecture

API interactions are done via JSON or XML. JSON and
XML are a standardized data format that a web application
receives, processes, and sends back. In this case, a web
application is an API built on web services. The JSON format
was chosen as the data exchange.
The PostgreSQL relational DBMS was used to store data
about users and signatures. ORM SQLAlchemy is used to
interact with the database. To create database queries, the
Facade design pattern will be used to encapsulate the logic
of accessing the database. Fig. 3 shows a diagram of service
components.

In (1) x, y, p, t represent x and y coordinates, pressure from
the graphics tablet and timestamp respectively.
After the data is received, the features are extracted from
them and entered into the database. Also, signatures are
interpolated up to 256 points, normalized and standardized.
During the experiment, the training signatures of the DeepSignDB database were preliminarily loaded into the database.
After that, for all signatures of each user, the login parameters were calculated according to the following algorithm:
1) The principal components method was applied to each
signature, where the number of components was equal
to two;
2) The resulting parameters of all user signatures were
analyzed using the dynamic time warping, and pairwise
distances between all reference signatures were calculated;
3) Minimum, average and maximum distances were calculated and entered into the database.
Thus, the service was ready for the verification experiment.
During verification, the test data of the DeepSignDB
database was sent to the server. The results are presented in
table I.
Table I
E XPERIMENT RESULTS
Evaluation parameter
Average server response time
Verification quality

Result
2.9 sec
96,4%

It should be noted that the average number of signatures
per person in the test database used was 7. In the verification
experiment, 2567 signatures were used.
Verification quality was calculated using the following formula:
k
(2)
all
In (2) k is the number of correctly verified users and all –
the number of signatures verified. Thus, we can conclude that
the experiment was carried out successfully. The algorithm can
also be improved, making it more resistant to forgery.
The main advantage of the project over analogues is its open
source code and the ability to supplement the existing system
with its own verification methods.
q=

Figure 3. Service component diagram

V. C ONCLUSION

The software was implemented in Python using the Flask
web application framework.
C. Experiment
When testing the API, signatures from DeepSignDB [27]
were loaded into the database. The DeepSignDB database
includes a total of 1526 users from five different databases.
The points of each signature are transmitted to the server,
obtained by drawing the signature in the following format:
[(x1 , y1 , p1 , t1 ), (x2 , y2 , p2 , t2 ), . . . , (xn , yn , pn , tn )]

(1)

As a result of the conducted research and development, the
following stages were completed:
1) A comparative analysis of software tools for handwritten signature verification and identification was carried
out. It made possible to identify the relevant products,
determine their strengths and weaknesses;
2) A comparative analysis of approaches and algorithms
for handwritten signature was carried out, which made
it possible to classify the algorithms, determine the
principles of their operation, and application limits;

3) The main functionalities of the developed online service
were determined, taking into account their importance
and the order of implementation;
4) An object-oriented conceptual data model of the online
service subject area has been built;
5) The object-oriented conceptual data model is mapped
into the relational schema of the online service database
on the PostgreSQL platform;
6) A software prototype of an online service was developed, including a library for verifying and identifying
a handwritten signature based on the dynamic time
warping algorithm;
7) An experimental evaluation of the online service software was carried out to study the accuracy and speed of
verification results using the DeepSignDB database.
A service can be considered as an API to implement in any
information system. In the future, it is planned to develop
a client application prototype, expand the set of supported
algorithms and include them in the library, develop signature
quality analysis tools and automated selection tool for the
verification algorithm. It is also planned to conduct load
regression complex testing of the response time and accuracy
of signature verification, taking into account the automatic
selection of the algorithm.
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