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Abstract — Nowadays, in order for a company to remain
competitive, efficient and attractive to investors it needs to have
reliable and threat-resistant business processes. The question of
methods for building such business processes remains relevant.
This paper proposes a software system, which involves the use of
methods and tools of DSM (Domain Specific Modeling),
ontological approach, simulation modeling methods, mass
service theory, Petri nets. As an example, the logistics process of
ship boarding in the port is considered. Software tools
implementing simulation modeling and DSM are ANYLOGIC
and METALANGUAGE.
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I. INTRODUCTION

Nowadays, in order for a company to remain competitive,
efficient and attractive to investors, it needs to have reliable and
threat-resistant business processes. At the same time, modern
processes tend to have more complex and multi-level architectures.
Therefore, in the case of a risky situation, the consequences can
seriously affect not only the company owning the process, but also
the associated companies, thus determining the relevance and
necessity of developing sustainable processes.

Under the risks (threats) for a business process is usually
considered a set of conditions, actions and factors, the
implementation of which cause any damage or hinder its
implementation and achievement of the goal of these business
processes. You should consider how these threats will affect the
operation of a business process, whether they are triggers for each
other, and what the consequences of a particular risk will be.
Therefore, at the stage of analysis and process design, it is necessary
to decide on the modeling method, the way to identify threats and
ways to prevent them, and the order of bottlenecks identification.

The description of your own business processes is necessary
first of all because you can describe your activities, adequately assess
the processes, identify problem areas, as well as represent the
relationships between the participants and the elements. To analyze
a business process, it is necessary to study its model. Under the
model we will take a set of tools that can describe, document, and
design the area under consideration. As a rule, several classes of
models are considered, but often the business processes are
described by analysts, using graphic models in one or another
notation: IDEF, BPMN, UML, etc. There are papers that present
methodologies (ROPE [1], INMOTOS [2], PoSem [3]) for detecting
risks in business processes with subsequent application of
countermeasures for their elimination.

The authors present a software system that proposes the use of
simulation modeling methods to study the functioning of business
processes over time. In this case, an automated transformation of the
conceptual model My, where X={IDEF, BPMN,...,UML} (Myis a
graphical model of a business process whose description is
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performed using one of the notations: IDEF[4], BPMNI5], UML[6],
etc.) into a simulation model Mg, where Y = {GPSS,
AnyLogic,...,NetLogo}. Here My is a business process model that is
described using simulation languages: GPSS[7], AnyLogic[8],
NetLogo[9], etc. Z ={QT, PN,...,MC} - set of mathematical schemes
that underlie this or that simulation system (queue theory, Petri nets,
Markov chains, graph theory, etc.). Thus, a multi-model approach
can be used to study business processes [10], namely, the business
process model is transformed into a simulation model, which is
based on a particular mathematical scheme. The transformation is
performed using DSM (Domain Specific Modeling) MetaLanguage
software [11,12]. As a result of the simulation experiment the risks
of business processes are determined. For their identification and
neutralization the ontological approach is used [13]. Then, an
automated modification of the original Mx model according to the
specified countermeasures is performed and the actions associated
with business process research are repeated (transformation of the
conceptual My model into a simulation My, simulation experiment,
risk identification and countermeasures, application  of
countermeasures for business process reengineering, etc. Thus, the
construction of a robust business process is iterative in nature.

The distinctive feature of the scheme proposed by the authors of
building areliable business process is the possibility of using a multi-
model approach, involving the use of different mathematical
apparatuses for dynamic research of business process functioning,
analysis of countermeasure effectiveness, ontological approach for
risk identification

In addition, any simulation modeling tool available to the
researcher can be used for research, and any of the notations can be
used to describe the business process.

In the following, the existing solutions for building reliable
business processes, transformation rules, ontological approach for
risk identification and countermeasures for their elimination,
modeling results are discussed in detail.

I1.EXISTING SOLUTIONS

One of the methods that meets current conditions is the
application of the ROPE methodology. Risk-Oriented Process
Evaluation or ROPE is a three-layer model: synthesis of business
process modeling, risk coordination and business continuity
representation [1].

The model contains:

1. A business process layer that describes the core activity of the
process.

2. Activity component definition layer - CARE (Condition,
Action, Resource, Environment) diagram [1].

3.Layer defining the consequences of occurred risks and
possible threats, as well as making business decisions aimed at
minimizing possible losses.
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Because ROPE is aimed at revealing and removing of threats
caused by the lack of resources, this method is applicable only to the
coordination of the elementary processes, because more complex
processes can lack the existing functionality.

Based on the ROPE model and taking into account the need to
evaluate risks on the basis of several approaches, assessments and
perceptions, the INMOTOS methodology was developed [2].

In general, the INMOTOS methodology begins with the
modeling of business processes, using the CARE - diagram,
followed by decomposition. Also, the necessary resources to
perform the process are taken into account. During the threat
prediction phase, an auxiliary agent is introduced, capable of
identifying risks or their consequences, and triggers a process of
predefined countermeasures. The process is completed by
preventing threats and mitigating their impact on resources.
However, the INMOTOS model does not take into account that
threats as rules manifest themselves in complex ways and are most
often triggers for each other.

POSeM (Process Oriented Security Models) methodology aims
at exploring the relationship between business process re-
engineering or general process modeling and methods to strengthen
their resilience to risks, or to facilitate the choice of taking
countermeasures to prevent risks by forming recommendations
derived from the process description [3].

The implementation of this methodology follows two basic
rules. Firstly, by means of the developed SEPL language, the
requirements for business process resilience are provided. Secondly,
a couple of rule bases are used to check the resilience of business
processes to risks.

This method does not pay enough attention to external threats,
the sources of which are not directly related to the process itself.

I1l. THE EXAMPLE OF CONSTRUCTING A RELIABLE BUSINESS
PROCESS

So, we have considered a number of methodologies related to
enhancing the reliability of business processes. In contrast, the
authors propose to use models described using common notations
with subsequent transformation (by DSM methods [11,12]) into
simulation models developed in one of the popular simulation
languages, as the ones studied for stability of business processes. The
study of business processes for sustainability is performed by
simulation modeling methods. As a result of risk detection,
countermeasures for their elimination and automated modification of
the original model-business process are determined. The general
scheme of research of business processes on reliability is shown in
Fig. 1.
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Figure 1. Scheme for determining the sustainability of a business
process, identifying and eliminating risks

Therefore, the proposed software system has metamodels that
can be used to represent a business process in a particular notation
and perform the transformation into a simulation model. As an
example, we will consider the logistics process described in BPMN
2.0 notation (see Fig. 2.) and its transformation into a simulation
model (here we use AnyLogic [8], and Petri nets as the
mathematical apparatus).

It is well-known that the rules of transformation from BPMN
notation to Petri net notation were mentioned in literature [14].
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Figure 2. Logistic process "Ship boarding in the port"

Transformation of the model is performed using the
Metalanguage language toolkit [12]. MetalLanguage was developed
at Perm State University and meets all the key requirements for DSM
platforms. The toolkit allows developing modeling languages of any

subject area with the possibility of quick editing, implementing
multilevel and multilingual modeling. Our task is to represent a
logistic process described in BPMN notation with a list of rules into
a model that can be represented by a Petri net (the mathematical



apparatus that we chose to study the reliability of the process). The
following are the rules of transformation T: My>MZ (MZ is the

Y Y
description of a business process in terms of temporal Petri nets (2),
the simulation experiment must be performed on one of the
simulation platforms (Y- AnyLogic)) (see fig.3)

The platform for the implementation of simulation of the logistics
process is the development of a Russian company - AnyLogic.
AnyLogic is a domestic simulation modeling system widely used by
specialists both in Russia and abroad. Models built in AnyLogic are
scalable. When using this modeling system AnyLogic, the number of
model elements is not limited [8].

As a result of transformations, the initial process takes the
following form (see fig. 3).
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Figure 3. Logistic process "Ship boarding in the port" (temporary
Petri nets)

Next, a simulation experiment is performed, as a consequence of
the simulation experiment the errors in the section t1-p4-p5-t2 are
determined (Fig. 4). To trigger transition t2, tokens must be present
at place p4 and p5. Since transition t1 transfers tokens to place p4, and
place p5 remains empty - transition t2 fails. So, place p5 displays the
use of the database of ships unloaded in the port. Thus, transition t2
cannot work if there is a database failure.

Figure 4. The result of the simulation experiment - a transition that
cannot be performed is identified.

In order to determine what actions (countermeasures) should be
taken to avoid the risk of an unregulated business process execution,
we will use the ontology and SPARQL query.
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Figure 5. Risks Ontology
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The results of the SPARQL query are presented in Fig.6.

PREFIX rdf. <http:/fwww. w3.0rg/1999/02/22-rdf-syntax-ns#=

PREFIX owl: <http:idwww.w3.0rg/2002/07 lowl#=

PREFIX rdfs: <http:lfwww w3.0rg/2000/01/rdf-schema#=
PREFIX xsd: =http:ifwww.w3.0rg/2001/XMLSchema#=
PREFIX SP: <http/iwww.semanticweb.org/katar/ontologies/2021/5/seaport_risk_1.0.0#=

SELECT*

?s rdfs:subClassOf ?o.

H

s

'WHERE { ?s SP:has_relation SP.C60i1_§a3el_1aHHbIX

Pe3epaHoe_KonWposaHHe_naHHLX  Mepsl_No_npegoTapauieHiio_puckos

CYOHO_He_BMyCTAT_B_NopT
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Figure 6. SPARQL

TABLE I. PART OF THE TRANSFORMATION RULES

Name of the rule

Left part of the rule

Right part of the

rule
PIaceOTranslltlonOPIace Task
Place0Transition0
Placel_Task :1 |:|1 : T
PD ] P4
Transition Events

Transition_Events

Place0Transition0
PlacelTransition0
Place2_

ParrallelJoinGate
way

PlaceOTransitionOPlacel
TransitionOPlace2

ParrallelJoinGateway

Place0Transition0
PlacelTransition0
Place2_
ParallelForkGate
way

PlaceOTransitionOPlacel
TransitionOPlace2

P1

P2

ParallelForkGateway

Then, using measures to prevent risks, the main process is
restructured, and all stages are repeated again (Fig. 7).
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Figure 7. Restructured logistic process "Ship boarding in the port"
V. CONCLUSION [5] Chinos M., Trombetta A. BPMN: an introduction to the

The paper presents a methodology and software system that
allows to identify risks in the business process model and perform
reengineering actions in accordance with the recommendations for
the application of certain countermeasures. In contrast to the
methodologies discussed in the review part, the authors propose to
use any well-known business process notations (DFD, EPC, BPMN
and so on) made using notations, transform it into any simulation
languages (AnyLogic, NetLogo for example) and use any
mathematical apparatus (Queue network, Petri nets and so on).
Thus, DSM methods are used to transform a business process model
into a simulation model and back.
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