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Abstract— The article provides an overview of the main
methods of steganography, on the basis of which a new method
was developed, consisting in embedding additional text
(pseudo-information) in parallel with the transmitted message.
An algorithm of this method has been developed. In this case,
the frequency of the bit sequence was obtained in accordance
with the generated pseudo-random numbers. In accordance
with the algorithm, an application has been developed that
allows the sender to encrypt and place the message in a
container that is an image, and the recipient to determine the
presence of the message and, if there is one, extract it. A
computational experiment was also conducted, which showed
that an image with a fairly large embedded text does not
visually differ from the original image.
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l. INTRODUCTION

The problem of delivering a confidential message has
stood at all times. This problem has given rise to such
sciences as cryptography and steganography.

The essence of steganography is that the message is
placed in a container in such a way that an uninitiated circle
of people sees only the object, not realizing that it may be
filled with something. Here are some well-known examples:
in ancient Greece, wooden writing boards covered with wax,
under which there was a message, the heads of slaves with
the message printed hidden under the hair, later, the so-called
sympathetic ink, invisible under normal conditions, was
widely used.

In the modern world, with the development of computer
technology, digital data, as a rule, files of multimedia objects
(images, video, audio, textures of 3D objects) serve as
containers for hiding information. This is due to the fact that
digitized objects, which initially have an analog nature,
always have quantization noise, and when reproducing these
objects, additional analog noise appears. All this contributes
to greater invisibility of hidden information.

The advantage of steganography over cryptography is
that not only the contents of the transmitted message are
hidden, but the very fact of the existence of this message is
hidden.

In the science of steganography, such a direction as
steganalysis is distinguished. The task of steganalysis is to
identify the fact of transmission of hidden information in the
analyzed message. Consequently, with the development of
steganalysis, new methods are required to make hidden
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information inaccessible to the uninitiated. In this article, the
authors propose a way to embed information in a container
that increases the reliability of its protection against
unauthorized access.

Il.  RELEVANCE

Digital steganography as a science was born literally in
recent years. It includes the following areas:

e embedding information for the purpose of its hidden
transmission;

e embedding of watermarks

(watermarking);

digital (CVZ)

e embedding identification numbers (fingerprinting);
e embedding titles (captioning).

This work touches on the first direction. Many methods
and algorithms of steganography are known today. Here are
some of them.

e LSB-steganography (the message is hidden in the
lower bits (it is possible to use one or more lower
bits) of the container.

e The method based on hiding data in the coefficients
of the discrete cosine transformation (hereinafter
DCP) is a variation of the previous method, which is
actively used, for example, when embedding a
message in a JPEG format container.

e The method of hiding information using the lower
bits of the palette - this method is essentially a
variation of the general LSB method, but the
information is embedded not in the least significant
bits of the container, but in the least significant bits
of the palette. As a result, the container capacity is
low.

e The method of hiding information in the service
fields of the format is a method in which the
embedded message is placed in the service fields of
the container header. Obvious disadvantages are the
low capacity of the container and the ability to detect
embedded data using conventional image viewing
programs (which sometimes allow you to see the
contents of service fields).

As early as 1883, Kergoff wrote that the information
security system should provide its functions even with full



awareness of the enemy about its structure and algorithms of
functioning [1].

This means that the message embedding model should be
sufficiently complex so that the enemy, if he guesses about
the presence of a hidden message, even with the presence of
powerful computing equipment, would not be able to extract
it.

In connection with the above, the authors propose a
method of concealing information, which aims to increase
confidence that the message intercepted by the enemy will
not be opened.

This method is based on the fact that false, so-called
pseudo-information is embedded in parallel with useful
information. When selecting a model for extracting text from
a container file, the opponent relies on the result obtained,
which represents any characters. And it is not possible to
distinguish the symbols belonging to useful information from
false information.

IIl.  ALGORITHM FOR EMBEDDING INFORMATION IN A
CONTAINER AND EXTRACTING IT

Our proposed method is based on the LSB method, the
message will be hidden in the lower bits of the image. A
broadband method was used to select the sequence of bits.
Such transmission methods are used in communication
technology to ensure high noise immunity and complicate
the interception process. The purpose of broadband methods
is similar to the tasks that a stegosystem solves: to try to
“dissolve” a secret message in a container and make it
impossible to detect it. Since signals distributed over the
entire spectrum band are difficult to detect, steganographic
methods based on broadband methods are resistant to
accidental and intentional distortion. In this work, the
method of jumping frequencies was used, when the
frequency of bits intended for embedding information
changes according to some pseudo-random law. The
frequency of using a byte of color is also randomly selected.

Similarly, frequencies are generated for embedding
pseudo-information that do not intersect with the received
numbers to accommodate the basic information. The
generated frequencies are stored and must be transmitted to
the receiving party and are a cryptographic key.

A bmp graphic file with an RGB palette model with a
coding depth of 24 bits (8 bits per color) was taken as a
container file.

The contents of the container file and the file to be hidden
are placed in byte arrays.

For embedding, two random of the four lower bits of one
of the three components of the color are used. Since 3 bytes
form one color, one byte of text will have 12 bytes of
graphics. Before starting the implementation of the
algorithm, you should check whether the text file fits into the
graphic. The following is the embedding algorithm.

e The last two bits in the specified color component
are "released". To do this, the corresponding byte of
color is multiplied by a byte mask, with zeros in the
specified bits using bitwise multiplication. As a
result, these two bits will be reset to zero.

e Take the first two bits from the byte-"text". To do
this, multiply the byte "text" by the byte mask equal
to 192 (11000000).

e In the resulting byte, we will shift to the right. As a
result, the first two bits will be in the specified two
places.

e Add the received byte to the edited byte obtained in
the first paragraph using bitwise addition. As a
result, the first two bits of the text are "hidden".

e  Further actions will be repeated.

e  After reading the next byte of text, and the actions
starting from point 1 are repeated.

e The size of the text is recorded in one of the free
bytes of the header part of the graphic file..

Similar actions are performed for embedding pseudo-
information. When extracting a message from an image, the
reverse action is performed in accordance with the available
encryption key.

To test the algorithm's operability, an application was
developed that allows the sender to hide the message and the
recipient to extract it.

IV. REQUIREMENTS FOR AN APPLICATION THAT
IMPLEMENTS THE PART OF THE STEGOSYSTEM IN WHICH
INFORMATION IS EMBEDDED AND EXTRACTED

We proceed to the formulation of the requirements for
the application. The user should be able to perform the
following functions:

e selecting a file with a message to embed,

o selecting a text file for
information,

embedding pseudo-

e selecting an image file for the shorthand algorithm

e selecting the name of the resulting image file that
will contain encrypted data

e selecting an image file containing encrypted data

e selecting the name of the resulting file that will
contain the extracted data.

Let's show the user's interaction with the application on
the use case diagram:

Select an image
file
Select a file with
pseudu-information ~_

= Select a file to
Sender encript

Select an

image file

containing
the message

Extract the

message
from the
hide decoder

Figure 1. User interaction with the application

In the implemented system, the text to be embedded is
pre-encoded by the byte permutation method, and then by the

- Recipient



bit permutation method in accordance with the pseudo-
random sequence. Let's describe the logic of the system
behavior using the diagram shown in the figure 2.
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Figure 2. State diagram

V. DESCRIPTION OF THE PROGRAM AND TEST RESULTS

In accordance with the designed diagrams, an application
was developed.

When the application is launched, the main window
appears, providing the user with two functions: encrypt
information or decrypt (Figure 3).
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Figure 3. Main application window

When you click the Select Text File button, a file
selection window appears (Figure 4).
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Figure 6. Selecting a text file

After that, the Select Image File button becomes
available. When you click on it, a similar window will open.
If the selected image file is too small to contain text
information, the file will not open and a message will be
displayed about it (Figure
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Figure 7. Insufficient file size

If everything was successful, the Encode and Hide button
will be available. When you click on it, the byte and bit
permutation methods are applied sequentially, then the
steganography method works and the Save button becomes
available.

When you select the Select Image File button, it checks
whether the file contains hidden text. If not, the file does not
open and a message about it is displayed (Figure 8
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Figure 8. Opening a file that does not contain text
Further actions are similar to those described above.

Testing was carried out using graphic files
"pbubbles.bmp” size 2344 KB, "small.omp" with a size of 1
KB and a text file "Chamber No.6.txt " size 103 KB. The
result of the hidden file was recorded in the file "bubbles
1.bmp".

Figure 9 shows the original graphic file and the file with
hidden text.

Figure 9. Image files: with and without embedded text

As can be seen, the replacement of two bits in one color
component did not produce any visible changes, which
allows using this method along with existing stegosystems.

CONCLUSION

Thus, as a result of the review of existing methods of
steganography, a new method of hiding messages was
proposed and implemented, in which the use of embedding
pseudo-information is proposed. The results of the



development are presented for digital images of the BMP
format, however, they can be adapted to other formats.
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